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DISCLAIMER 

This document is correct at as 29 February 2016 and serves as a guide only. 

Entities should be aware that US Export Control regulation changes 

on a regular basis and therefore entities should rely on their own

inquires. This document does not cover the D/TCN provisions for

contract employees.
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Notes

1. In all cases access to US defence technology is based on a "need to know" basis 

    in addition to any nationality or country of birth restrictions

2. Must be a long term contractual relationship with the company where the

   individual works on company facilities, works under the company's direction and control, works

   full time and exclusively for the company, and executes nondisclosure certifications for the 

   company, and where the staffing agency that has seconded the individual has no role in the work 

   the individual performs and the staffing agency would not have access to controlled technology.

ADOD exemption 3. The DoS considers country of birth in addition to any citizenship held for the purposes

as per Section 3.7(b) of DDTC's Electronic Guidelines for Preparing Agreements.     of determining  dual nationality. 

AGSVA Australian Government Security Vetting Agency

Articles Refers to hardware, technical data and/or defence services 4. DoC determines nationality based on country of last allegiance which is considered last Country 

Cth The Commonwealth of Australia     of Citizenship or in certain cases Permanent Residency 

DDTC Directorate of Defense Trade Controls, DoS 5.  RSAT does not allow the Cth to request the application of 124.16 in support of TPRs

DTCT Defence Trade Cooperation Treaty 6. 126.18 (2) cannot be utilised by academic institutions to authorise their D/TCN employees as per

DoC Department of Commerce     Federal Registry Notice May 16, 2011 Volume 76 Number 94.

DoS Department of State 7. Defence Export Controls provides guidance of what is considered adequate screening

D/TCN Dual/Third Country National     (http://www.defence.gov.au/deco/ITARExemption.asp#General) 

ECCN Export Control Classification Number

GC General Correspondence 9. Currently 124.16 authorises nationals of the following countries; Australia, New Zealand, 

MOU Memorandum of Understanding     EU Countries, NATO countries, Japan, and Switzerland

NDA Non-Disclosure Agreement

RSAT Regional Security and Arms Transfer office with the US Department of State

TAA Technical Assistance Agreement

TPR Third Party Retransfer

WDA Warehouse Distribution Agreement

Australia's Country Specific Exemptions for Foreign Dual Nationals/ Third Country National clause

8.  Refer to Section 3.5.3 of the Electronic Guidelines for Preparing Agreements for further guidance

10.  CASG Letter AB26645523 of 26 Feb 16 to AIG and AIDN provides detailed guidance on this 

issue, including how to handle pre-March 2012 applications. 

Definitions/Acronyms 

How does an  authorised entity determine if a bona fide  
regular employee of the entity can access(1) US Defence 

Articles?
(please note this diagram excludes consideration of contract employees)

Is the bona fide employee a sole 
Australian citizen born in 

Australia? 

Access allowed by bona 
fide regular employees 
to unclassified Articles 
in all cases (except for 

DTCT access which 
requires a security 

clearance).

How did the authorised 
entity obtain the export 

controlled materiel?

Cth acquired via 
FMS, 

transferred to 
authorised 

entity via TPR 
(see note 3)

Cth acquired via 
Armaments 

Cooperation Program 
under an MOU released 

to authorised entity 
under MOU provisions 
(technical data) or TPR 

(equipment)

Direct Commercial 
Sale  (authorised 

entity indentified  on 
the DDTC export 

licence (see note 3)

Access to 
Defence Trade 

Cooperation 
Treaty (DTCT) 

Articles

Department of 
Commerce 
exception or 
license (see 

note 4)

For DCS acquired Articles the  DoS 
classifies a "regular employee" as a 
individual permanently and directly 
employed by the entity or in a long 

term contractual relationship(2).

Access limited to employees 
that hold an Australian security 
clearance at the required level 

(regardless of country of birth or 
other citizenship held). 

Release  of unclassified  & classified 
technical data is allowed to Australian 
Citizens regardless of country of birth 

unless restricted by the Project Security 
Instruction in support of the MOU or 

specific project arrangement. No access 
for non-Australian Citizens unless 

authorised via a General Correspondence 
letter to DDTC.

ITAR 123.9 
Retransfer DSP-85 

(classified)

DSP- 5/6 
(unclassified 

only)

TAA/MLA/WDA

Option 1 automatically 
applies: access 
permitted where D/TCN 
bona fide employees 
hold a security 
clearance or have been 
screened by the 
authorised entitiy in 
accordance with 
126.18 (6 & 7).

Option 2: access can 
be requested via a 
General 
Correspondence letter 
to DDTC if 126.18 
cannot be used. 

Access restricted to Australian citizens born in Australia 
with an appropriate security clearance, unless exported 
in support of an Agreement where those D/TCN 
provisions apply. 

If no Agreement exists, then access for dual/third 
country nationals access must be authorised via a 
General Correspondence letter to DDTC.  For 
individuals born in a 126.1 Country, supporting 
documentation will be required. This also applies to an 
employee holding a foreign security clearance 
recognised by AGSVA(8).

For 600 series items access:

Option 1; If access for a D/TCN 
employee would have been 
authorised under  124.16 or 
126.18 then access is 
automatically allowed.

Option 2:  Use the ECCN and 
country chart to determine 
whether access for the D/TCN 
employee is authorised via a DoC 
exception or whether a DoC 
licence is required.

For non 600 series items, if 
Australia is not the employee's 
last country of allegiance, use the 
ECCN and country chart to 
determine whether access is 
authorised, or whether a DoC 
licence will be required. 

Access by D/TCN 
employees is not 
authorised - consult with 
TPR sponsor to request 
inclusion.

For access to Classified Articles Option 
1 automatically applies unless restricted 
by a proviso in the RSAT approval letter
Option 1: ADOD exemption clause 
authorises Dual national employees with 
Cth security clearances who do not hold 
nationality of a 126.1 country automatically 
applied. 

Option 2 to be requested: 124.8(5) 
statement authorising employees who hold 
126.1 nationality or employees holding a 
foreign security clearance recognised by 
the AGSVA. 

Did the Cth's TPR 
application include D/TCN 
employee access provisions 
(see note 10)?

DoC classifies a "regular employee" 
as a permanent employee directly 
employed by the entity or in a long 

term (1 yr +) contractual 
relationship(2).

For access to Unclassified Articles Options 
1 & 2 automatically apply unless restricted 
by a proviso in the RSAT approval letter (5)

Option 1: 126.18 (c)(1) authorises D/TCN 
employees who are bona fide employees of the 
authorised entity with a security clearance from 
the country of the authorised entity.

Option 2: 126.18(c)(2) authorises D/TCN bona 
fide employees who have been screened & an 
NDA executed. (6 & 7).

Option 3 to be requested: 124.8(5) can 
authorise specific nationalities for bona fide 
employees who do not hold a national security 
clearance from the country of the authorised 
entity or for D/TCN employees of academic 
institutions who do not hold a security 
clearance. 

For access to Classified 
Articles
Option 1 to be requested: 
ADOD exemption clause 
authorises Dual national 
employees with Cth 
security clearances who do 
not hold nationality of a 
126.1 country. 

Option 2 to be requested: 
124.8(5) statement 
authorising employees with 
Cth security clearances 
who hold, or would be 
deemed to hold 126.1 
nationality or an employee 
holding a foreign security 
clearance recognised by 
AGSVA..  

For access to 
Unclassified Articles 
Options 1 & 2 
automatically apply

Option 1: 126.18 (c)(1) 
authorises D/TCN 
employees who are 
bona fide employees of 
the authorised entity 
with a security 
clearance from the 
country of the 
authorised entity.

Option 2: 126.18(c)(2) 
authorises D/TCN bona 
fide employees who 
have been screened & 
an NDA executed(6 & 7).

Option 3 to be 
requested: 124.8(5) 
statement can 
authorise specific 
nationalities for 
employees who do not 
hold a national security 
clearance from the 
country of the 
authorised entity or for  
D/TCN employees of 
academic institutions. 

For access to 
Unclassified Articles 
Options 1 & 2 
automatically apply

Option 1: 126.18 (c)(1) 
authorises D/TCN 
employees who are 
bona fide employees of 
the authorised entity with 
a security clearance 
from the country of the 
authorised entity.

Option 2: 126.18(c)(2) 
authorises D/TCN bona 
fide employees who 
have been screened & 
an NDA executed (6 & 7).

Option 3 to be 
requested: 124.16  
clause authorises  
D/TCN bona fide  
employees from certain 
listed countries(9).

Option 4 to be 
requested: 124.8(5) can 
authorise specific 
nationalities for 
employees who do not 
hold a national security 
clearance from the 
country of the authorised 
entity or for academic 
institutions who cannot 
use 126.18.

For access to 
Classified Articles
Option 1 to be 
requested: ADOD 
exemption clause 
authorises Dual 
national employees 
with Cth security 
clearances who do not 
hold nationality of a 
126.1 country (Cth 
must be party to the 
TAA). 

Option 2 to be 
requested : 124.8(5) 
statement authorising 
employees with Cth 
security clearances 
who hold 126.1 
nationality, or an 
employee holding a 
foreign security 
clearance recognised 
by AGSVA.

For FMS acquired Articles the  DoS 
classifies a "bona fide employee" as 
a individual permanently and directly 

employed by the authorised entity 
only.

If the authorised entity 
obtained the Article under a 
DoC licence, access is 
authorised by all bona fide 
regular employees 


